Yale Environmental Health & Safety

Lessons
Learned

Please report all accidents and near misses. Things happen and it is important to learn from others. Environmental Health and
Safety (EHS) and your colleagues appreciate hearing about incidents, reviewing their causes, and learning from them.

SECURITY BREACH

Maintaining proper biosecurity and safety protocols is essential to ensuring the safety of patients, staff,
researchers, and the broader community. These environments hold sensitive materials, expensive equipment,
and complex systems that require constant vigilance. When gaps in security, effective communication, and
identification verification are unclear, there can be major consequences. The following incident shines light on
the importance of proactive security measures.

What Happened?

A tragic security breach occurred at a major health clinic after an
unidentified person was found deceased in an unused office within a
clinical research facility. The person had been reported to be loitering
in the facility and impersonating medical staff. Wearing official-
looking medical attire, including an embroidered jacket, they accessed
staff-only areas, lounges, and dining spaces without proper
identification. Unbeknownst to the staff, the individual had been living
in the facility. Although staff had circulated a photo of the individual
and raised concerns weeks prior, no effective action was taken.

What Went Right?

e Staff noticed and reported suspicious behavior, demonstrating awareness of their environment.

¢ Internal communication among employees circulated, including the impersonator’s photo, which
showed initiative.

e The incident was eventually uncovered, prompting investigation and improvements in security
protocols.

What Should Have Been Done Differently?

e Staff reports of an unauthorized person were not acted upon immediately.
Concerns were ignored or dismissed without prompt investigation.

e Identification protocols were poorly enforced. Security and clinic staff
failed to verify authorization or question unknown individuals.

e Unused areas were not monitored. The impersonator lived in a clinic office
for an extended period without detection.

e Uniform access was not controlled.

e The administrative response lacked urgency. Official statements
downplayed the incident, despite multiple staff reports.

What Corrective Actions Have Been Taken?

¢ Enforcement of visible ID badge policies for all personnel.

e Enhanced security for laboratory doors with tamper-proof keycard systems.
e Restricted access to laboratories and clinical spaces via elevators only,
which is monitored by security cameras, eliminating informal or unsecured e

routes.
e Increased visibility and monitoring of all entryways and high-traffic areas.
¢ Strengthening of the reporting process for suspicious individuals or activity.
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How Can Incidents Like This Be Prevented?

To prevent incidents like this from occurring again the following suggestions are strongly recommended:

Always wear a visible, valid ID badge when in research, clinic, and restricted work areas.

Respect all access boundaries and avoid unauthorized zones, even if unoccupied.

Provide periodic retraining for personnel regarding access control and reporting protocols.

Ensure individuals do not follow you through a restricted access point (prevent tailgating).

Ensure individuals do not use your credentials to access restricted areas (prevent piggybacking).

Be alert to anything unusual and report security concerns immediately to the Yale Police Department
and/or your supervisor or department administrator.

e Adhere to policies for uniform access and storage and do not lend them to others.

¢ Ensure all collaborators, vendors, or visitors are registered and accompanied when entering research
labs, clinical spaces, or restricted areas.

Tailgating Piggybacking
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he attacker follows somebody with authorized The attacker is purposely let into a restricted area
access into a secure location without their knowledge. with the help of someone with authorized access.

More Information

e Visit the Yale Community Safety website to find more information about security:
https://your.yale.edu/campus-essentials/community-safety

e Email campus security safe@yale.edu
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